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Abstract
Information security measures are very important in IoT (Internet of Things) systems that collect information about
things and equipment via the Internet. In response to the need for strong security measures in IoT systems, which are
rapidly utilized in industrial uses, encryption of transmitting data in the communication path in the system and protocol
(EAP-TLS) that executes mutual authentication by exchanging digital certificates are applied, the IoT radio terminal
(specified low power radio terminal) with enhanced security against threats of information leakage, data tampering, and
spoofing has been developed. The IoT radio terminals can cover a wide area by using radio waves in the Sub-GHz band
with a long propagation distance (1 GHz or less), the base of a secure IoT system that can be applied to networks such as

public infrastructure has been established.
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Fig.1 Concept of security threat
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Fig.3 Composition of the evaluation system
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EAP: Extensible Authentication Protocol

FAN: Field Area Network

HAN: Home Area Network

HEMS: Home Energy Management System

HTTPS: Hypertext Transfer Protocol Secure

IoT: Internet of Things

IPv6: Internet Protocol Version 6

PANA: Protocol for carrying Authentication for Network Access

PKI: Public Key Infrastructure

RADIUS: Remote Authentication Dial In User Service

SUN: Smart Utility Network

TLS: Transport Layer Security

IEEE std 802.1X-2020: Port-Based Network Access Control
(LANFZGERE | A T 9 % REREBLIG)

IEEE std 802.11i-2004: Wireless LAN Medium Access Control and
Physical Layer specifications
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IETF RFC 3579 : RADIUS Support For Extensible Authentication

Protocol (3EBEZREF 71 b =)L ORADIUSH K — b #i#%)

IETF RFC 5216 : The EAP-TLS Authentication Protocol
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